
Children’s Online Safety



Purpose of Workshop

● Identifying the positives and the dangers of Social Media

● Beware of Stranger Danger

● How can we keep our children safe online  – practical tips 



What are the main Social Media Platforms?

● YOUTUBE  

● SNAPCHAT

● TIKTOK

● WHATSAPP

● INSTAGRAM

● ONLINE GAMING – Fortnite, MineCraft, GTA, FIFA



Why do children love Social Media?  

● Fun to watch videos and make videos

● Information/Educational

● Connect with Friends



How much are your children on the internet?  

What platforms are they on?  Do you know?

How often are they on the internet?

Do they always have their phones (or your phone) in their hands?

Do they throw tantrums if they can’t be on a device?  



Internet Dangers:

● Bullying

● Sexual Content 

● Harmful Self-image

● Suicide

● Grooming

● Addiction 

● False hope - internet sensations/influencers

● False  Sense of Reality - how many followers, how many likes? 

● Lack of sleep and poor concentration 

● Anxiety and Depression



What images do they see?  



What images do they see?



Messages from the Internet:  



What are they watching?

• Funny jokes/pranks

• Challenges
• Influencers/personalities
• TikTok – ‘For You’ page

• You Tube – suggested content

60% of young people have an online profile – this allows them to:

• See what their friends are up to

• Comment on posts
• Follow celebrities/influencers/personalities

Dangers:
• If the account is not private 

– anyone can access it, 

save and send on pictures 

and videos

• Children will share personal 

information and content 

without realising this

• They will feel pressured to 

post more uploads as the 

more followers/likes = more 

popularity

• 9/10 children need to feel 

popular at least sometimes

• 1/10 children need to feel 

popular all of the time

• 1/3 of children have 

experienced cyberbullying 

– the most common is 

text/messaging apps (being 

excluded is just as 

upsetting as unkind 

messages)



Questions to ask about online behaviours:

• Would your child hand out photos of themselves to random people on the street?
• Would they dance in front of random people on the street?

If it would feel weird offline – don’t do it online!

• Does your child have multiple accounts?  One for a parent to see and one that is private?
• Has your child thought about the future and their digital footprint?  Employers and Universities are starting 

to research social media profiles – it is their personal history online – people will make judgements about 
it!

Nothing ever really disappears in the internet!



WhatsApp – messaging app

• World’s most popular messaging app – 2 billion users and 100 billion messages each day
• Encrypted – can only be seen by sender and receiver 

• Share videos and messages – now they can disappear in 24hrs
• Download content from other platforms (EG: TikTok) and send as a message 

RISKS:

• Group chats – might not know all of the people – they can see all of your info: number/profile pic/user 
name

• Any of your phone contacts can add you to a group – the group administrator has control of 

adding/removing you
• Messages taken out of context – can’t read the tone/body language and it is easy to react 

impulsively/emotionally
• People can screenshot messages/images/videos (and even edit them) and forward them to other 

groups, even if it is set to disappear after 24hrs – this is how things can go viral!

• You will not be notified if someone screenshots your post
• Sharing by messaging is the most common way that bullying starts

• If you set up a group (administrator) and it gets reported – you are banned from the app – even if you 
didn’t write the offensive content



Settings:

• User age 16

Delete Sent Messages

WhatsApp lets y ou delete messages y ou’v e sent to groups and indiv iduals f or up to 

two day s and 12 hours. Note that this doesn’t prev ent someone f rom taking 

screenshots of  a message prior to deletion.

Tap and hold the message. You can also select multiple messages. Tap Delete, and 

then "Delete f or ev ery one." 

Send Photos and Videos That Can Be Viewed Only Once

WhatsApp allows y ou to send photos and v ideos that the recipients can only  v iew 

once. 

On an iPhone or an Android phone: Attach the photo or v ideo and select the button 

that looks like a "1" with a circle around it, on the right side of  the text box. Your screen 

will brief ly  say  “Photo set to v iew once.” Tap Send.

Change Group Message Settings

If  y ou’re an administrator in a group chat and y ou’d like to restrict who can send messages in a group or who 

can edit the group inf ormation, y ou can set it to “Admins Only .” 

On an iPhone or Android phone: Click on the name of  the group chat, scroll down to Group settings, and click 

on “Send Messages” or “Edit Group Inf o” and select “Only  Admins.”

If  y ou’d like to add or remov e an administrator, click on “Edit Admins.” There y ou can select or unselect a group 

member as an admin.

https://www.youtube.com/watch?v=cptBZjgbrXM

https://www.youtube.com/watch?v=cptBZjgbrXM


Snapchat – messaging app

• User decides how long the content can be seen and how many times it can be viewed before 
it disappears

• Very popular with young people – 71% of users are under 24yrs
• Snapchat stories – share what has happened in your day with all your snapchat contacts

RISKS:

• Stories/streaks (how long you message back and forth) and challenges (to create content) can be 
addictive

• FOMO!

• You can be located easily on an online map
• Inappropriate images/videos

• People can screenshot images/videos but you will be notified
• People can take a photo of it – you won’t know!
• Comparing culture – the perfect selfie – AR filters/editing



Settings:

• User age 13



https://www.youtube.com/wat

ch?v=IQqEpGb0yHU

https://www.youtube.com/watch?v=IQqEpGb0yHU
https://www.youtube.com/watch?v=IQqEpGb0yHU


TikTok – social media platform (sharing)

• The most downloaded app of all time
• Average user opens it 19 times a day
• 40% 5–16yr olds use it on a daily basis

• Most young people create content – not just watching it
• It is very exciting for young people – entertainment/music/trends

• Personalities – Charli D’Amelio – 18yrs old – 141 million followers
• ‘For You’ page – recommended content based on your searches/views

RISKS:

• It can be addictive – it keeps showing you what you like
• You can be sent inappropriate videos on the ‘For You’ page 
• Trolling – posting comment to deliberately upset someone online – can lead to a ‘pile on’ others join in

• Inappropriate images/videos
• Influencers – can be anyone – their information may not be correct, they may be getting paid to promote 

something that is not good for you
• 33% of children trust influencers
• Extreme content – some people will do anything to go viral



User age: 13













https://www.youtube.c

om/watch?v=I333YLAf
GYI

https://www.youtube.com/watch?v=I333YLAfGYI
https://www.youtube.com/watch?v=I333YLAfGYI
https://www.youtube.com/watch?v=I333YLAfGYI


Instagram 

● User Age – 13 years

Why Popular?

● Can share pictures and videos

● Can have Followers and Follow 

people including Celebrites 

● Can connect with friends

Risks

● Addictive 

● Pressure to look perfect 

● Innapropriate content and Ads

● Stranger Danger

● Data collection 

● Trolling



Privacy Settings 



Sensitive Content



Sharing Comments





Talk with your child 

by Unknown Author is licensed under CC BY-NC-ND

This Photo by Unknown Author is licensed under CC BY-NC-ND

This Photo by Unknown Author is licensed under CC 
BY-SA-NC

https://creativecommons.org/licenses/by-nc-nd/3.0/
https://safespace.qa/en/topic/5-tips-parents-prevent-cyberbullying
https://creativecommons.org/licenses/by-nc-nd/3.0/
https://tscpl.org/parents/reading-helps-your-child-grow
https://creativecommons.org/licenses/by-nc-sa/3.0/
https://creativecommons.org/licenses/by-nc-sa/3.0/


How to Keep them safe - some tips

● Do they need to have a phone or a device?  

● Link account with your account or get a monitoring APP

● Be aware of the legal age for each platform.

● Parental Controls

● Passwords – update regularly 

● Are you a friend or follower? 

● Older Siblings 

● How often are they on their phone or device? Set limits 

● Are they on the internet during the night?  



Setting Rules and Boundaries:

● No gadgets after a certain time.

● No device time until homework is completed.

● Set Time Limits 

● Do not use it as a reward for chores

● 'No gadget days or evenings’ - including you!!
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